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Abstract 

In today's society, the number of companies collecting and processing personal data is 

growing, which poses a threat to the security of confidentiality and the security of the human 

right to privacy. That is why the role of legislative regulation of data privacy protection is 

growing. The study aimed to compare domestic legislative documents with European and 

American norms in personal data protection and to identify trends in the country's legal 

regulation of data privacy. It used bibliographic, induction-deduction, quantitative-

comparative, trend, comparative-logical and graphical methods to achieve this goal. The 

results revealed the need to improve regulatory documents on personal data protection, 

especially for users of Internet resources. The problem of regulations exists in both Ukrainian 

and international law. The study has revealed similarities between the basic principles of the 

Law of Ukraine and the GDPR, but the liability in Ukraine is less than in Europe. A growing 

trend has been identified: in recent years, the number of court decisions on violations of 

personal data protection has increased significantly, and according to statistical forecasts, it 

will continue to grow. At the same time, the structure of court decisions showed that 

administrative, civil and criminal decisions predominate among the decisions. Hence, most 

cases relate to disseminating and processing data by public services. 
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Resumo 

Na sociedade atual, o número de empresas que recolhem e processam dados pessoais está a 

crescer, o que representa uma ameaça à segurança da confidencialidade e ao direito humano 

à privacidade. É por isso que o papel da regulamentação legislativa da proteção da privacidade 

de dados está a crescer. O estudo teve como objetivo comparar documentos legislativos 

nacionais com normas europeias e americanas em matéria de proteção de dados pessoais e 

identificar tendências na regulamentação legal do país em matéria de privacidade de dados. 

Para atingir esse objetivo, foram utilizados métodos bibliográficos, de indução-dedução, 

quantitativos-comparativos, de tendências, comparativos-lógicos e gráficos. Os resultados 

revelaram a necessidade de melhorar os documentos regulamentares sobre a proteção de 

dados pessoais, especialmente para os utilizadores de recursos da Internet. O problema da 

regulamentação existe tanto no direito ucraniano como no direito internacional. O estudo 

revelou semelhanças entre os princípios básicos da Lei da Ucrânia e o RGPD, mas a 

responsabilidade na Ucrânia é menor do que na Europa. Foi identificada uma tendência 

crescente: nos últimos anos, o número de decisões judiciais sobre violações da proteção de 

dados pessoais aumentou significativamente e, de acordo com as previsões estatísticas, 

continuará a crescer. Ao mesmo tempo, a estrutura das decisões judiciais mostrou que as 

decisões administrativas, civis e criminais predominam entre as decisões. Portanto, a maioria 

dos casos está relacionada com a divulgação e o processamento de dados por serviços 

públicos. 
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Lei da Ucrânia, dados pessoais, confidencialidade, proteção da privacidade, privacidade do 

consumidor, tendências, decisões judiciais. 
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Introduction  

In the era of technological progress, when digitalisation is being introduced into all 

industries and areas of activity, the issue of personal data protection deserves special 

attention. As personal data is used for various processes, every citizen has the right to 

protect personal data that may be misused. Today, the data that needs to be protected 

includes the confidentiality of consumer information, financial transactions, biometric 

data, health, education, and employment (Solove & Schwartz, 2020). Personal data 

protection legislation varies from country to country, but it is important because it can 

even threaten national security.  

Despite the regulatory documents in the field of personal data privacy, there is a problem 

with their protection and confidentiality. Moreover, the threat of violating citizens' rights 

to their data security has been growing in recent years. This is due to technological 

progress and the increasing data distribution in the digital space among various 

industries. As a result, the cybersecurity system cannot fully control the protection of 

personal data, which individuals or companies mainly use.  

 

Aim  

The work aimed to compare domestic legislative documents with European and American 

standards in personal data protection and to identify trends in the legal regulation of data 
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privacy in Ukraine. To achieve this goal, the study set the following objectives: to 

compare the Law of Ukraine on Personal Data Protection with the European Union's 

General Data Protection Regulation (GDPR) and the US California Consumer Privacy Act 

(CCPA); to assess the effectiveness of the application of the Law of Ukraine in practice 

by analysing the number of court decisions of the Unified State Register of Court 

Decisions; to forecast changes for the next 5 years based on the analysis of trends in the 

number of court decisions from 2010 to 2024 with the query "personal data protection"; 

to study the structure of court decisions on violation of the CCPA.   

 

Literature review  

Today, people actively use information technologies, such as social networks and online 

shopping sites, in their daily lives. At the same time, the growing digitalisation of the 

economy has led to low personal data protection and privacy (Aljeraisy et al., 2021). 

Social media and e-commerce site developers deal with sensitive data that needs to be 

protected from a human rights perspective. Thus, information technology legislation aims 

to protect data privacy while being linked to substantive and criminal justice (Lloyd, 

2020; Baranovska, 2024). A threatening area of digitalisation is digital identification 

through face recognition. Although this step towards creating a digital ecosystem 

increases the possibilities of electronic services for the population in the country, it brings 

new challenges to protecting information privacy (Bulgakova & Bulgakova, 2023).  

One of the challenges to data privacy protection is using artificial intelligence, which can 

carry risks of information leakage (Zhukevych, 2024). Makedon et al., 2020) highlights 

the risk of big data leakage of patients' health information from healthcare facilities. AI 

programmes are in the hands of individuals who cannot ensure high personal data 

protection. The leakage of such information can pose a threat related to de-identification 

and anonymisation, which, when applied to certain AI algorithms and techniques, can 

pose risks, especially for patients under private care. Concerns about the security of 

medical data have also increased with the widespread use of mHealth applications by 

people with various diseases, as the applications contain different software and may carry 

risks of data leakage (Nurgalieva et al., 2020). 

In general, the issue of health data privacy is regulated in the United States by the Food 

and Drug Administration (FDA) and the Health Insurance Portability and Accountability 

Act (HIPAA), which emphasises the confidentiality of health data. However, recent studies 

have criticised these documents for excessive access to data (Arora, 2019). Instead, the 

European Union's General Data Protection Regulation (GDPR) adopted in 2018 in Europe 

and the California Consumer Privacy Act (CCPA) adopted in 2020 in the United States 

have become new regulatory documents that regulate the activities of online services 

and healthcare organisations. These documents protect the right of consumers to know 

how and where their information is collected, to whom it is shared, and by whom it may 

be used (Zuraw & Sklar, 2020). However, these two regulations differ in their approaches 

to personal data protection. The European model focuses on data protection in all areas 

by default, i.e., when collecting, processing and transmitting data of any kind, obtaining 
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permission to use personal data is necessary (Hrytsak et al., 2025; Yermachenko et al., 

2023). 

The California model is based on a sectoral approach, meaning that it is regulated 

differently depending on the area of activity - medical, financial, educational, or 

commercial. Moreover, in the California model, data can be used at the discretion of the 

data collector unless prohibited by the personal data owner and other rules (Chander et 

al., 2020). From this point of view, citizens should be aware of their data protection 

issues. For this purpose, the authors recommend simplifying control over the circulation 

of consumers' data by creating icons and links in applications that would allow consumers 

to quickly refuse to sell or transfer their data to companies (Habib et al., 2021).  

The privacy violation of medical data obtained from fitness bracelets and various 

applications for monitoring patient health remotely in outpatient settings has prompted 

the creation of legislative documents in various states. For example, in 2023, the 

Washington My Health My Data Act, New York State Assembly Bill 2023-A3007C, and 

other federal laws, such as Nevada's Consumer Health Data Privacy Act, Connecticut 

Data Privacy Act, California Confidentiality of Medical Information Act, came into force, 

which prohibit geofencing within 1,750 feet of any healthcare facility, that may be of 

interest to the consumer and prohibiting the use of any data from medical devices about 

a person's health status by third parties for marketing products or facilities that meet the 

health needs of users (Steffen, 2024).  

 That is why important aspects of legal regulation of artificial intelligence in cybersecurity 

are transparency and clarity of algorithms, protection of data privacy, and avoidance of 

injustice and bias (Rodrigues, 2020). The authors also emphasise the need for continuous 

improvement of artificial intelligence technologies, and to strengthen the legal context, 

they recommend improving accountability and liability for the possibility of harmful 

impact. After all, more companies are using personal data, even though only one was 

granted access. This indicates that users are unaware of the possibility of their data being 

sold, hacked or leaked to third parties that may pose a real threat. Moreover, various 

modern devices, from thermostats to fitness bracelets and social media to dating apps, 

pose a danger (Klosowski, 2021). 

The issue of protecting consumers' data has become increasingly important as a result 

of the growing use of digital technologies. Accordingly, companies collect consumer data 

to identify business weaknesses, personalise advertising, and improve the quality of 

services. Companies can request customers' locations and receive personal data about 

consumers, which must be protected from hacking, information leaks, and privacy 

violations. Thus, businesses face a new challenge of increasing responsibility for 

consumer data security. As for consumers, surveys indicate that users have low 

confidence in the ability of companies to store their data, so they try to provide minimal 

information about themselves. Moreover, consumers are more likely to choose 

companies with a good reputation for protecting their personal data and customer base 

(Anant et al., 2024). Another aspect is the database of big data collected by artificial 

intelligence from comments, transactions, and physical movements, which should ensure 

privacy based on guarantees of compliance with data privacy laws, anonymisation, and 
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pseudonymisation. Such an approach will not improve data protection in general but will 

only reduce risks based on compliance with the GDPR as the gold standard for 

cybersecurity (Andrew & Baker, 2021). 

Another aspect is regulating data collection from vulnerable populations, namely children 

who actively use digital technologies and are unaware of the risks of providing personal 

data. In order to protect the data of children under 13, the Children's Online Privacy 

Protection Act (COPPA) was developed, which requires mandatory parental or guardian 

permission to collect data from children under 13. At the same time, there is little 

research on children's media literacy and the harms associated with data privacy 

violations on the Internet (Stoilova et al., 2021).  

The issue of data privacy has become more acute with the onset of the COVID-2019 

pandemic, which has increased the level of digital unfreedom in the interests of public 

health. After the pandemic, the appropriateness of such restrictions was rejected, so the 

focus was on initiating digital freedom, which includes control over personal information, 

protection from surveillance, respectful treatment of personal data and the right to bodily 

autonomy (Małagocka, 2024; Makedon et al., 2024). The pandemic has also led to a 

significant increase in remote economic activity, resulting in a growing amount of data in 

the digital environment. The industry has appreciated the benefits of changing the 

activity vector according to demand based on behavioural analysis and personal 

preferences. Thus, the industry's desire to acquire more data has led to risks of misuse, 

which violates the principles of democracy and hurts the emotional health of the 

population (Hartzog & Richards, 2020).  

After analysing the literature, it was found that personal data protection is relevant due 

to the growing level of digitalisation in society (Petrovich, 2025; Rosales, 2025; Ilychok 

et al., 2023). This has led to the search for new legal documents and the improvement 

of existing ones to ensure the protection of privacy and confidentiality of information. 

Nevertheless, the existing regulatory laws and acts do not show significant effectiveness, 

encouraging a detailed analysis of the existing legal documents on personal data 

protection.  

 

Methodology  

To achieve the objectives, the study used the bibliographic, induction-deduction, and 

logical comparison methods to reveal the main provisions of the legislative documents of 

the Law of Ukraine on Personal Data Protection, the European Union's General Data 

Protection Regulation (GDPR), and the California Consumer Privacy Act (CCPA). A 

graphical method to visualise the results of the analysis of the Unified State Register of 

Court Decisions for the query "personal data protection" from 2010 to 2024 was applied. 

The trend analysis is used to identify trends in court decisions in personal data protection 

and forecast them. The research analyses the structure of court decisions in personal 

data protection cases from 01.01.2024 to 05.12.2024 by the form of proceedings.  
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Results 

In Ukraine, personal data protection is regulated by the Law of Ukraine On Personal Data 

Protection No. 2297-VI dated 01.06.2010. The law regulates the processing of personal 

data in automatic and non-automatic modes, which is aimed at preserving the rights and 

freedoms of individuals to privacy. Comparing the main provisions of the Ukrainian law 

and the GDPR, we found standard features of the universality of the law, which applies 

to all industries. At the same time, the CCPA is concerned with protecting the personal 

data of buyers and users of websites. The main differences between the Law of Ukraine 

on Personal Data Protection, the GDPR and the CCPA are presented in the table below.  

As can be seen from the table, the Law of Ukraine has many similarities with the GDPR, 

is universal and has many restrictions. Nevertheless, the law does not contain any 

provisions for the processing of data of vulnerable citizens, such as children and people 

with disabilities. The European and Ukrainian regulations apply to companies and do not 

consider the threats of online data collection. At the same time, the California document 

focuses on data collection in the online space, which requires increased attention in the 

current environment. California's law is more concise and easier to understand for 

consumers, with the primary goal of making consumers aware of the dangers of the 

misuse of personal data and the ability to influence the dissemination and use of data 

through a simplified procedure. The laws also differ in terms of their scope. The Ukrainian 

law applies to companies operating in Ukraine and using citizens' data, while the GDPR 

applies in the EU and beyond if companies operate within the EU. The GDPR is universal 

and binding for EU member states, but in addition to the provisions of this regulatory 

document, the internal laws of EU member states are taken into account. The data 

protected by law differs. Ukrainian legislation, for example, has a longer list of data that 

is publicly available due to the operation of laws on corruption and tax violations. 

Ukrainian and European legislation provides for restrictions on biometric, ethnic, 

religious, and socio-cultural data, while the California Act has no such restrictions. The 

degree of liability also differs, which is more straightforward and transparent in the 

California document. At the same time, the European and Ukrainian laws require lengthy 

proceedings and the possibility of hefty fines. In general, these three documents have a 

common goal of preserving the human right to privacy, but they need to be improved, 

as they do not provide adequate protection (Makedon et al., 2025).  

In this study, we analysed the status of court cases requesting "personal data" and 

determined their dynamics and structure. To achieve the goals, we reviewed cases in the 

Unified State Register of Court Decisions, which is publicly available. Figures 1 and 2 

present the dynamics and trend of the number of court decisions for the period 2010-

2024.  

As can be seen from the figures, since adopting the Law on Personal Data Protection, 

the number of court decisions requesting "personal data protection" has increased 

yearly, indicating a positive experience of applying the law. We analysed the trend of 

changes in the number of court decisions for 2010-2024 with the request for "personal 

data protection". We found an increase in a polynomial relationship with a probability of 

further growth of R=0.9388 for the next 5 years. 
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Table 1. Key features of the Law of Ukraine on Personal Data Protection, GDPR and CCPA 
 

Character
istics 

The Law of Ukraine on 
Personal Data Protection 

General Data Protection 
Regulation 

California Consumer Privacy 
Act 

The 
document 
applies to 

Companies that collect and 
process personal data, including 
the owner, manager of personal 
data and a third party. The law 
does not apply to individuals 

acting for personal, journalistic, 
or creative purposes that do not 
violate the rights to respect for 
privacy and freedom of opinion. 

All companies and 
institutions operating 

within the European Union, 
except those that process 

data for criminal, 
administrative liability and 

public order protection. 
It does not apply to an 

individual who carries out 
activities to meet personal 

or household needs. 

Social networks, brokerages, and 
large companies collect the 
personal data of Californian 

residents. 
Companies that collect 

information from at least 50,000 
California residents or businesses 

Companies with annual gross 
revenue exceeding $25 million 

Companies that receive 
50% of annual revenue comes 

from the sale of personal data of 
Californian residents. 

California residents, even if they 
are located in other states. 

Persons who are temporarily or 
transiently in the state. 

Legally 
regulated 

and 
restricted 

data 

Data containing information 
with confidential content. The 

data specified in the declaration 
of a person performing the 

functions of state administration 
and local self-government, 

including the receipt of state 
funds and official property, are 

not included. The data of 
persons with tax debts are also 
excluded. The data on religion, 

race, ethnicity, biometric, 
genetic, and ideological data 

are subject to restrictions. 

Name 
Identification number 

Location. 
Economic, social, political, 
cognitive, behavioural, and 
physiological factors can 

directly or indirectly 
identify a person. 
Data is subject to 

restriction: 
Religion 
Ethnicity 

Sexual preferences 

Biometric data 
Genetic characteristics 

Names, pseudonyms 
Postal addresses 

Accounts 
Social insurance policy 

Passport details 
Driving licence 
Biometric data 
Geolocation 

Purchase history 
Information on education that is 

not public 
Information about employment 

Consent to 
the 

processing 
and sale of 
personal 

data 

It is mandatory to indicate the 
purposes of data collection and 

processing. If the purposes 
change, the subject's consent is 
required. Without consent, data 

may be processed for the 
purposes of national security, 

economic well-being, and 
human rights. 

Required by default. 
Consent must be in a 

separate document written 
in clear language. The 
subject has the right to 
withdraw consent at any 
time. Children under the 
age of 16 must provide 

permission from a parent 
or guardian. 

It is not required except for 
minors over 13 years of age. 

Parental or guardian permission is 
required for children under 13. 

Special 
features 

The law provides for the right to 
request information on the 
processing of personal data 

within 30 days, to request the 
destruction or modification of 
one's data, and to withdraw 
consent to data processing. 

Processing security is 
provided, which includes 

data encryption, the use of 
pseudonyms, the ability to 

recover data after 
technical errors, and 
periodic checks of 

technical equipment. 

Ability to prohibit the sale of 
personal data in one click 
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Responsibil
ity 

The Ukrainian Parliament 
Commissioner for Human Rights 
and the courts control the law's 

implementation. Based on 
complaints or notifications, the 
Commissioner has the right to 

inspect personal data owners or 
managers, with the possibility 
of prohibiting the processing of 

personal data or imposing 
administrative liability in case of 

violations. 

The severity, specificity, 
level of damage and 

duration of the damage 
impose the amount of the 

administrative fine. In 
case of violation of the 
duties of a controller, 

operator, monitoring or 
certification body, the fine 
may not exceed EUR 10 

million or 2% of the 
company's annual 
revenue. For other 
violations, including 

consent violations, subject 
rights, and data transfers 
to a third party or country 
outside the EU, a fine of 
up to EUR 20 million or 
4% of the firm's annual 

revenue is provided. 

From $100 to $750 per consumer 
for a data breach that caused 
damage. USD 2,500 for an 

unintentional breach. 
7500 USD fine for intentional 

violation 

Source: compiled by the author based on the Law of Ukraine on Personal Data Protection, GDPR, 
CCPA. 

 

This trend emphasises, on the one hand, the importance of the law and its effectiveness 

and, on the other hand, the growing demand of citizens for the protection of their data 

and awareness of their rights. Additional analysis of court practice in the field of personal 

data protection indicates the need not only for quantitative measurement, but also for 

in-depth qualitative interpretation of the decisions adopted, since it is the content of the 

courts' legal positions that allows assessing the real effectiveness of legislative norms 

and identifying existing gaps. In particular, a number of administrative cases have 

revealed a tendency toward broad interpretation of the powers of state bodies in 

accessing personal data, which sometimes leads to restrictions on an individual's right to 

privacy. In civil disputes, there is often a low level of public awareness of protection 

mechanisms, which indicates a need to improve digital literacy. In criminal proceedings, 

a key problem is the lack of established practice in applying sanctions for the illegal 

dissemination of personal information. 

In order to determine which articles of the Law on Personal Data Protection appear in 

court decisions most often, we analysed the structure of court decisions depending on 

the form of proceedings in 2024. The structure is shown in Figure 3. As can be seen from 

the graph, the most frequent decisions concerned administrative, civil and criminal 

proceedings. Civil and administrative rulings mainly concerned the request for personal 

data by public authorities, including social services and border services. There were also 

lawsuits against the migration service regarding the change of personal data. Criminal 

cases also concerned law enforcement agencies' requests for personal data under Articles 

14 and 16.  
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Figure 1. Court cases with a request for the Law on Personal Data Protection 

 

 

Figure 2. Dynamics of court cases with a request for the Law on Personal Data Protection 

 

 

A systematic review of the impact of new technologies on the legal regulation of personal 

data protection highlights a number of fundamental challenges. The use of artificial 

intelligence in the processing of large amounts of information creates the risk of 

automated decision-making without proper control and transparency of algorithms, which 

can lead to discriminatory practices and violations of the principles of fairness. Biometric 

technologies, in particular facial and fingerprint recognition, pose a new level of threat, 

as unlike passwords or codes, such data cannot be changed in the event of a leak. The 

Internet of Things complicates legal regulation, as billions of devices collect sensitive 

information about users' behavior and health, which goes beyond the traditional approach 

to personal data. 
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Figure 3. Structure of court cases by form of proceedings 

 

 

The research has revealed the need to improve regulatory documents on personal data 

protection. The number of companies collecting personal data is growing. The problem 

of legislation in this area concerns both Ukrainian and international law. Analysing the 

Law of Ukraine and modern European and American regulatory documents revealed more 

remarkable similarities with European norms. However, the responsibility in Ukraine is 

less than in Europe. Nevertheless, the number of court decisions on personal data 

protection violations has increased significantly in recent years, and according to 

statistical forecasts, it will continue to grow. Most cases relate to the dissemination and 

processing of data by public services, which still indicates low public confidence in the 

law. However, the threats to citizens are increasing in online information collection.  

It should also be emphasized that qualitative analysis of judicial practice in the field of 

personal data protection is no less important than quantitative tracking of trends, as it 

allows for the identification of underlying problems in law enforcement and contradictions 

in the interpretation of norms. A study of specific legal positions of courts demonstrates 

a low level of unification of approaches, which necessitates the harmonization of national 

legislation with European standards. Such an approach will contribute to improving the 

effectiveness of law enforcement practices and lay the foundation for Ukraine's full 

integration into the digital legal space of the European Union. 

 

Discussions  

This research has revealed similarities between the personal data protection laws of 

Ukraine and the EU, but in the digital age, the legal innovations of the California Act are 

relevant. As the risks for users of social networks and websites are increasing. Balai and 

Horlopolov (2024) emphasised the increase in the amount of data processed due to the 

growing role of digitalisation in the economy. The authors also emphasised the 

importance of digital analytics, namely Privacy-Centred Analytics, for securely processing 
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identified three threats of digitalisation to personal data: threats to elections through 

manipulation, discrimination through automated decision-making, and threats to 

democracy through pervasive surveillance. The authors emphasised the imperfections of 

the GDPR in regulating profiling and the anti-democratic digitalisation model. Numerous 

studies have focused on the threats to data processing, online transactions, the risk of 

data breaches, and inadequate privacy policies (Mannan, 2024). 

Having analysed the number of court decisions requesting personal data protection, we 

found a progressive increase in cases that testify to applying this law and its active 

implementation in public life. Docksey and Hijmans (2019) emphasised the importance 

of court decisions as a factor of influence on society, which stimulates action within the 

framework of this law, using the example of three high-profile cases of violations of 

personal data protection: Digital Rights Ireland, Google Spain and Schrems. Having 

determined the structure of decisions by the form of proceedings, we found that the Law 

of Ukraine “On the Personal Data Protection” is used mainly by state authorities to ensure 

public order, justice, and social standards is used mainly by state authorities to ensure 

public order, justice, and social standards (Varenia, 2024). At the same time, they found 

a low number of decisions on violating individuals' data, including on social networks and 

the Internet. In the literature, the authors also emphasise the low level of coverage of 

personal data rights violations on the Internet, namely the lack of mechanisms to 

influence the Internet of Things (Karale, 2021). The authors also emphasise the lack of 

effectiveness of existing legislative initiatives, namely the Electronic Communication 

Privacy Act, the Health Insurance Portability and Accountability Act, and the Fair 

Information Practice Principles, and recommend the creation of new laws to implement 

the protection of personal data of Internet users. Another aspect of the imperfection of 

privacy laws is the requirement to prove harm in court, which reduces liability for 

violations of rights (Citron & Solove, 2022). 

 

Conclusions  

This research has revealed the relevance of personal data protection and the need to 

improve legislation. When comparing the Ukrainian Law on Personal Data Protection, we 

found similarities with the European GDPR, which consisted of the universality of the law, 

the requirement of consent to the processing of personal data by default, the data to be 

protected and the approach to liability. Instead, the study found a low level of 

effectiveness of personal data protection on the Internet, which could be improved by 

applying some provisions of the CCPA. The article reveals an increase in the number of 

court decisions on personal data protection requests in Ukraine in recent years. However, 

the structure of court decisions is dominated by criminal, administrative and civil cases, 

which mostly request personal data in the interests of public authorities.  
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